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Message Digest



HASH Functions



HASH Function
Compression

For any size of input x, the output of y = h(x) is small and fixed 

Efficiency

Easy to compute h(x) for any input x

One-way

Difficult to invert h(x) = y given any value of y

Weak collision resistance 

Difficult to find y, given x and h(x) such that h(y) = h(x) and y 
<> x

Strong collision resistance

Difficult to find x and y, such that h(x) = h(y) and x <> y



Pre Birthday Problem
Suppose N people in a room

How large must N be before the probability someone has 
same birthday as you is ≥ 1/2 ?

Probability of random people doesn’t have the same 
birthday as you: 364/365

Probability of none of N people have the same birthday as 
you: (364/365)N

Probability at least 1 person has the same birthday: 
1-(364/365)N

Solve: 1/2 = 1 - (364/365)N for N

We find N = 253



How many people must be in a room before probability is 
≥ 1/2 that any two (or more) have same birthday?

1 - 365/365 ... 364/365 … (365 – N+1) / 365

Set equal to 1/2 and solve: N = 23

Surprising? A paradox? 

Implication: 

secure N bit symmetric key requires 2N-1 work to “break” 
secure N bit hash requires 2N/2 work to “break”



MD5



MD5Summer

http://md5summer.org/



Collision

Different contents but results in same hash values

Input space is much larger than output space

Example:

Hash function generates 128-bit output

Possible input values: 150-bit

On average, 222 or more than 4.000.000 of these input values 
hash to each possible output value



MD5 Collision Example



Real MD5 Collision Example



SHA



Key Strength





Integrity verification



Data sealing



MAC

Message Authentication Codes

Information used to authenticate a message

Input: Secret Key + Message

Output: MAC

Provides

Data integrity

Authenticity

But does not provide non repudiation. Why??



MAC
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