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Cryptography is Everywhere
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Basic Concept of Encryption

Credit to Dan Boneh, Stanford University



Kerckhoffs’ Principle

The security of the encryption scheme must 
depend only on the secrecy of the key K

e
, 

and not on the secrecy of the algorithm
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How does Bob know who sent the message?



Authentication
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What if Eve use a replaying attack on Bob?

“a” is called Message Authentication Code (MAC)



Encrypting a message doesn’t stop people to 
manipulate it’s content

Authenticating a message doesn’t keep the 
message secret

Cryptography relies on other technology to 
be perfect



Common Scenario
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How many keys should be created and maintained?



Public Key Cryptography
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Trivia Quiz

If asymmetric cryptography can solve key 
management, why don’t we all use public-key 

cryptography and leave symmetric key 
cryptography behind?



Hash Functions

One Way Function



Digital Signatures
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Summary of Cryptography



Trivia Quiz

How do I find Bob’s public key?



Register once, use everywhere



Problems with PKI
CA must be trusted by everyone

Liability

http://bit.ly/OKAMA0



Cryptanalysis

Breaking the code without knowing the key

Approaches
● Frequency analysis

– Certain letters of the alphabet appear more frequently than 
others

– In English, “E” is one of the most frequent character used
– Relies in statistics and linguistic

● Brute Force
– Trying every possible combination
– Takes *some* time for complex algorithm
– Using distributed system will help



Frequency Analysis



http://www.cryptograms.org/letter-frequencies.php



Brute Force Attack
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