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33F7709B870F/Microsoft_Security_Intelligence_Report_Special_Edition_10_Year_Review.pdf



Malicious Software Attacks

Malware: damaging/annoying attack software that enters a 
computer system without the owner's knowledge

Classification
● Infecting malware

– Infect a computer system with destructive software
● Concealing malware

– Hiding from user and doing something nasty in the 
background



Infecting Malware

Virus
● Self-replicating program that produces it's own code by 

attaching copies to other executables
● Need a “carrier” 

– Documents/program
– User

● Launched when carrier is executed by the users
– Downloading email attachment 
– File sharing via USB flash drive loaded using autorun.inf







Types of Computer Viruses

File infector
● Infect program executables files (.COM, .EXE)

Resident 
● Loaded into RAM and interupt functions executed by users

Boot
● Infects the MBR of a hard drive (eg. CIH)

Macro
● Written in macro script language (eg. VBA)
● Mostly used in Office application (MS. Office)



File Infection



Autorun.inf



CIH (Chernobyl)



Macro Virus



Virus Indication



How Does Virus Attacks?



Stealth Virus



Self-Modification



Polimorphic Virus



Metamorphic Virus



Cavity Virus



Sparse Infector Virus



Companion Virus



File Extension Virus



Worms



Slammer Worm



Concealing Malware
Trojan Horses





How Do Trojans Gets In?



Anti Virus
Signature Scanning

● Using virus database to scan for virus' fingerprints
● Depends on how often you update your database
● Not able to detect newly created virus

Heuristic Scanning
● Scans for instructions not found on normal application 
● Employs weight-based and/or rule-based systems

http://www.symantec.com/connect/ja/articles/heuristic-
techniques-av-solutions-overview



Rootkits

Set of software tools which hides the presence of other 
type of malicious software

Replacing OS commands with modified version

Users can no longer trust their computer

Solution:
● Boot from clean CD/DVD or flash drive, not from hard 

drive
● Format your system and restore all your data from backups





Logic Bomb

Computer program that is active when triggered by event

Difficult to detect until it's triggered
● Normally embedded in large computer programs



Zombie dan Botnets

Infected computer under remote control by attacker

Collections of zombie: botnets

What can they do:
● (D)DoS attack
● Manipulate online pooling
● Spreading malware



Spyware

Does not replicate

Tracking software
● Advertisements
● Personal information
● Web browsing activity

User are not aware of their
existence



KeyLogger
Monitors each keystorke a user types on keyboard

Information retrieved or transmitted to remote location

Types:
● Hardware keylogger
● Software keylogger



Keyboard Keylogger
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