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Basic Concepts

A number a is a divisor of b (a | b)

* Example: 7 is a divisor of 35 - 7| 35

Quotient is the result of division (a div b)
* Example: 35div4 =8
Modulo is the remainder of the division of two numbers

* Example: 35 mod 4 =3

Prime is a number which has exactly two positive divisors

* 1 and the number itself

Integer > 1 that is not prime — composite

« So whatis 17



Basic LLemmas

« Lemma 1
Ifa|bandb|cthena|c

« Proof

* If a | b, then there’s integer s such as as = b

* If b | ¢, then there’s integer t such as bt = ¢

* c= bt
c = (as)t
c = a(st)



Basi

« [Lemma 2

¢ Lemmas

Let n be a positive number > 1

Let d be smallest divisor of n > 1 then d is prime

« We use proof by contradiction (assume d is not prime)

« If d is not prime, it has c

ivisor e such that 1 < e <d.

« From lemma 1:ife|dandd|nthene|nande<d

» This lead to contradiction — d is smallest divisor of n

« Assumption is false — d must be prime




Small Primes

void sinmplePrinme (unsigned |long n) {

int 1, J, pring;
for (I =1; 1 <n; 1++){
prima = O;
for (j =1; j <=1i; j++) {
1f (1 %] == 0) {
pri ma++;
}
}

1f (prima == 2)
printf("%\n", 1);



Sieve of Eratosthenes

voi d sieveO Eratost henes (unsigned Iong n) {
unsi gned long arrPrinme[n];
int i, j;
for (| = 2:

I < n; 1++){
arrPrime[i] =i

— e d

ahile (pow(i,2) <= n) {

] = pow(i, 2);

while (J <= n){
arrPrime[j] = O;

j =1
}
do {
| ++;
} while (arrPrime[i] !'=1i);
}
for (i =2, i <n; i++) {

I f (arrPrinme[i] !'= 0)
printf("%\n", arrPrine[i]);
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Computations Module a Prime

= Basic rule

* Compute the number as integer normally
* The result is then modulo by p

* Any integer taken modulo p is always in range O, ...., p-1

« Applicable to additions, substractions, and multiplication
* 7+ 10 =2 (mod 5)
* 9—-6=3(mod5)
* 8*3 =4 (mod5)

« What about division?




Division on numbers modulo p

%(mod p) is a number c such that ¢ * b = a (mod p)

Division can be used to proof that two numbers a and b are
coprime which will be used in many cryptographic
algorithm




GCD (Greatest Common Divisor)

gcd of two numbers a and b is the largest k such that
k|laand k| b

in other words:
gcd(a,b) is the largest number that divides both a and b

gcd can be used to detect if both a and b are coprime or not



Coprime

Two numbers (a and b) are called coprime if the only
positive integer that evenly divides both of them is 1

OR
gcd (a, b) = 1

6 has a factor of 1, 2, 3, and 6
35 has a factor of 1, 5, 7, and 35
So 6 and 35 are coprime
9 and 27 are not coprime since they are divisible by 3



Fuclid Algorithm

function GCD
| nput . a:. positive integer
b: positive Integer

out put . k: greatest common divisor of a and b
assert a > 0" b >0
while a = 0 do
(a, b) « (b nod a, a)
od
Return b



Practice

« gcd(4,28)
« gcd(7, 54)
« gcd(22, 95)
« gcd(81, 33)




L.CM (Least Common Multiple)

lcm of two numbers a and b is the smallest number that is
both a multiple of a and a multiple of b

lcm (a, b) = gcd D)



Practice

« lem(50, 42)
« lcm(38, 29)
« lem(13, 78)
« lem(60, 34)




Extended Euclidean Algorithm

+ Idea:
* Compute gcd (a,b)
* Find two integers x and y such that ax + by = gcd (a,b)
« Example: a=120,b =23
* gcd (120, 23) =1
* 120x + 23y =1
* Result: x =-9, y =47
* We can use this later with modular multiplicative inverse

@ -9*120=1 (mod 23)
@ 47 * 23 =1 (mod 120)




Extended Fuclidean

For an integer a to be invertible modulo b, it is necessary that
a and b be coprime, so if a GCD greater than 1 is found, one
may conclude that such a modular inverse does not exist.

Extended Euclidean can be used to solve modular
multiplicative inverse as well



Practice

« Suppose we have : de = 1 mod p
« Find d when :

*e=3andp=40

*e=7andp =60



Extended Euclidean Algorithm

ext endedEucl idean(int a, int b){
I nt ol dA, ol dB, tenpX, tenpY, quotient, nodul a;
ol dA = a; oldB = b;
If (a >0 & b >= 0){
Int x, y, lastX [lastY,
Xx =1, vy =0; lastX =0; lastY = 1;
while (b I'=0) {
quotient = a / b;
nodula = a % b;
a = b; b = nodul a;

tempX = | ast X;
tempY = lastY;
last X = x - quotient * |astX
X = tenpX;
lastY =y - quotient * |astY,
y = tenpy,
}
return (x, Yy)

}



Modular multiplicative inverse

Modular multiplicative inverse of an integer a modulo m is
an integer x such that

a’ = x (mod m)

equivalent to

ax = aa~ = 1 (mod m)



Modular multiplicative inverse

« Suppose we are to find modular multiplicative inverse x of
3 modulo 11.

+ 3" = x (mod11)

« This is the same as finding x such that
* 3x =1 (mod 11)

« Solution
*3(4)=12=1 (mod 11)

» Therefore, the modular multiplicative inverse of 3 modulo
11 1s 4.




Extended FEuclidean on Modular
Multiplicative Inverse

Basic formula: ax + by = gcd (a,b)
modular multiplicative inverse : ax = 1 (mod m)
By lemma 1: m |ax — 1 =>m s a divisor of ax — 1

ax-l=gm=Zax—-qm-=1
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