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RSA

Developed by Ron Rivest, Adi Shamir, and Leonard 
Adleman in 1977

Uses a large pair of prime numbers so that factoring the 
product is beyond all computing capabilities

Testing for primes is easy 

Factoring the product is very difficult

Unbreakable (for now)





RSA
Choose two prime numbers p and q

Calculate modulus n = pq

Calculate (p-1)(q-1)

Chose e > 1 that is coprime to ((p-1)(q-1))

Choosing a prime number for e leaves you with a single check: 
that e  is not a divisor of ((p-q)(q-1))

Compute d such that de = 1 (mod ((p-1)(q-1))

Public key: {e, n}, Private key: {d}

It's currently virtually impossible to obtain private key (d) 
from the public key (n and e)



Example

p = 5, q = 11

n = p x q = 55

(p-1)(q-1) = 40

e = 3 (because 40 can't be divided by 3 and it's a prime)

d  = 27 because 27 * 3 = 81 and 81 mod 40 = 1

Public key = (n = 55, e = 3)

Private key = (d = 27)



Encryption/Decryption
Encryption

C = Me mod n

To encrypt M (message) = 5

C = 53 mod 55

125 mod 55 = 15

Decryption

M = Cd mod n

To decrypt C (ciphertext) = 15

M = 1527 mod 55 = 5 



Practice

p = 17 

q = 11 

M = 88

What is the C ?

Show the process to convert C → M



Answers
Select primes: p=17 & q=11

Compute n = pq =17×11=187

Compute Φ(n)=(p–1)(q-1)=16×10=160

Select e : gcd(e,160)=1; choose e=7

Determine d: de=1 mod 160 and d < 160 Value is d=23 
since 23×7=161= 10×160+1

Publish public key P={7,187}

Keep secret private key S={23,17,11} 

17, 11 (p dan q)



given message M = 88 

Encryption (using public key):

C = 887 mod 187 = 11 

Decryption (using private key):

M = 1123 mod 187 = 88 



Public-Key Cryptography

Public key cryptography can provides 

Confidentiality (plus integrity)

Authenticity

Confidentiality + Authenticity



Confidentiality + Integrity



Authenticity

Public key signatures also provides Non Repudiation



Confidentiality, Integrity and Authenticity



Issues on RSA

Encryption and Decryption

The efficiency of exponentiation computation

Key generation

Determining two prime numbers p and q

Selecting either e or d and calculating the other

Key distribution

Public key can be intercepted (MiTM attack)

Solution: use key server to distribute the public key



Speeding Up RSA

To speed up RSA → use the same e for all users

As long as p and q are different for each user, d (private keys) 
will be different also

Common value for e = 3

Private key operation remains expensive

Don't use same d for all users → symetric key 





Digital Signature





Scenario

Alice create digital signature s

s = md mod n

Alice send s and m to Bob

To verify, Bob use  Alice's public key

m = se mod n



Example

Public key = (n = 55, e = 3)

Private key = (d = 27)

M = 5

Count for s and m







Digital Certificates









Verifying Certificates



http://www.comodo.com/Comodo-Fraud-Incident-2011-03-23.html
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