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History

Since 1960

Purpose: 

Enhance resource sharing

Improve computer performance 
Resource utilization

Application flexibility

Idea:

Separate hardware from software

Results: better system efficiency







Instruction Set Architecture Level

Emulating ISA by the ISA of the host machine

Allows legacy binary code to be runnable on any new 
hardware host machine

Basic emulation method: code interpretation

Relatively slow 

Solution: dynamic binary translations
Adding processor spesific software translation layer to compiler



Hardware Abstraction Layer

Performed on top of the bare hardware

Generates virtual hardware environment

Purpose: increase hardware utilization rate

Processors

Memory

I/O devices



OS Level
Abstraction layer between traditional OS and user apps

Creating isolated containers on a single physical server

Must have the same kind of guest OS



Library Support Level

Most application use API rather than system calls

APIs are well documented, so we can virtualize it

API Call are intercepted and remapped 

Creating execution environment rather than the entire OS

Results: applications on one platform can be executed in 
other platform

Example: WINE project

Also known as Application Binary Interface (API 
Emulation)



User-Application Level

Virtualize application as VM

Traditional OS: application runs as a process

→ process-level virtualization

Virtualization layer sits as an application on top of the OS

Exports abstraction of a VM

Run program written and compiled to particular abstract 
machine definition

Enables multiplatform application, such as Java-based apps









Virtualization Structures/Tools

Hypervisor Architecture / Virtual Machine Monitor

Para-virtualization

Host-based virtualization



Hypervisor
Supports hardware-level virtualization

Located between physical hardware and OS

Micro-kernel hypervisor

Basic and unchanging functions

memory management and processor scheduling

Other changeable components are outside hypervisor

Example: Microsoft Hyper-V

Monolithic hypervisor

Implements all functions

Bigger in size



Xen Architecture

Open source hypervisor program by Cambridge University

Micro-kernel hypervisor

Do not include any device driver natively

Enables guest OS to have direct access to physical device

Guest OS that has control ability → Domain 0

Loaded when Xen boots

Allocate and map hardware resources for guest domains

The rest are called Domain U (guest domains)







Implementation Technologies

Hardware virtualization

Full virtualization

No need to modify the host OS

Relies on binary translations to trap and virtualize execution of 
instructions

- Non critical instructions runs on hardware directly

- Critical instructions replaced with traps into VMM and emulated by 
software

Host-based virtualization
Install virtualization layer on top of the host OS

Host OS responsible for managing hardware

Flexible, but performance is slow



Para-virtualization

Modification to guest OS is needed by providing special 
API

Virtualization layer can be inserted at different position

Problems:

Compatibility and portability

Maintaining cost is high
Require deep OS kernel modifications

Performance varies due to workload variations

Example: Linux KVM



Hardware-Assisted Virtualization

Support virtualization by adding special mode and 
instructions

VMM and guest OS run in different mode

Sensitive instruction is trapped in VMM

Applies to several components

CPU

Memory

I/O devices
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